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YOUR QUESTION
I am keen to make our IT systems greener, but I have 
little time and budget at the moment. What are the 
best quick wins here?

KEVIN’S ANSWER
The first thing to do, regardless of time or budget, 
is to understand exactly how much energy you are 
consuming. Only around 10-15 percent of IT managers 
actually know what they’re spending on energy, although 
this is changing.

A substantial part of your energy consumption will be 
coming from devices that aren’t actually doing anything. 
There are probably lots of people running devices 24/7 
for no other reason than because they always have  
done. And don’t use screen savers as you’re machines are 
still using energy when they don’t need to be. 

The usage mantra that everyone should follow is: if you’re 
not using it turn it off. Particularly PCs at night time.

Many may say this is not possible as they need to run 
patches overnight. However, this can still be managed, as 
technologies exist such as vPro that allow you to power 
down computers and servers remotely.

Also, look at the hardware you are using: a two to three-
year-old desktop with a CRT screen could be using 
up to 15 times more energy than a modern mid-range 
laptop. A power reading adaptor will tell you exactly how 
much energy a device is using. Furthermore, employing 
virtualisation will help to consolidate servers and storage, 
therefore saving energy in the data centre.

You’ll find more ideas and information at the Climate 
Savers Computing Initiative: www.thegreengrid.org.
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YOUR QUESTION
The nature of our business means we sometimes hire 
freelance or short-term contract workers. How can I 
make sure they have access to the data they need, 
but do not pose any threat to the business? 

DAVID’S ANSWER
The security of data is all about reducing risk by  
applying multiple layers of protection. This is achieved 
through a combination of user authentication, access 
privileges, encryption and control over the movement  
of the data; while also ensuring strict adherence to 
policies on IT use.

Electronic data must be protected against loss, 
unwarranted disclosure or introduction of erroneous or 
harmful content. When granting user access privileges, 
they must be set at the minimum level necessary to 
satisfy the business requirement – access should be on a 
strict need-to-know basis.

The best practice approach for storing sensitive data 
is full disk encryption. This preserves confidentiality by 
rendering all files inaccessible to unauthorised users.

Consideration also needs to be given to the transfer 
of data from file servers to removable media such as 
memory sticks, MP3 players and DVDs. This can be 
controlled through port management.

Finally, to prevent the transmission of sensitive data 
through corporate e-mail systems or via the internet, you 
need to set up content analysis security at the perimeter 
of your network. This ensures the transfer of outgoing 
data meets with acceptable use policies and, therefore, 
unauthorised data transfer is prevented.
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